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Summary

Catalyst
Omdia wrote a report on the state of data privacy on this day in 2020, with nothing other than a glimpse on 
the horizon of the pandemic to come. Even in the early days of the pandemic, privacy issues were not 
prevalent. However, as 2020 developed the challenges faced in fighting COVID-19 soon came to include 
those of data privacy, especially the tracking and tracing of contacts of individuals testing positive for 
COVID-19 in the fight to contain outbreaks. There are still frequent reports of security incidents and 
breaches that expose information about individuals, with fines and other penalties, which affect 
organizations beyond the initial breach itself. The myriad data privacy regulations emerging around the 
globe as a response to this growing threat, point squarely to the fact that data privacy is essential: 
responsibility should not be ignored.

Omdia view
For the purposes of simplicity, this research will refer to Data Privacy Day as also including the alternative 
name Data Protection Day. Marking the day is designed to raise awareness of data privacy and promote 
good practice to protect information.

One security breach of personally identifiable information (PII) is one too many, yet there were plenty of 
high-profile reports during 2020, and we can be sure that more will follow this year. Far too many 
organizations are failing in their data privacy obligations. There is more PII than ever for organizations to 
protect, including data held by government organizations engaged in the fight against COVID-19. 
Furthermore, data is an essential component of AI models. Organizations can fall victim to AI data poisoning 
or misinformation from deepfakes as but two examples. 

Maintaining data privacy is no easy matter; the footprint of information within and beyond an 
organization's boundaries makes it difficult to get a handle on what data is where and how it is used. Yet 
control of the information footprint is essential to provide the appropriate protection. Ultimately, those 
responsible for data privacy at an organization should provide the same level of protection to the data it 
holds about individuals as they would expect other organizations to apply to data about themselves. Only 
then can we be sure that Data Privacy Day is making an impact.

Key messages
 Balance data privacy with the greater good

 Ransomware is up—organizations can become both criminal and victim

 Private data used in building and running AI outcomes must be properly managed and secured

 Deepfakes require data and security professionals to take immediate action.
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Appendix

Further reading
On Data Privacy Day, a Demand for Better Data Management (January 2020) 

Author
Maxine Holt, Senior Director, Cybersecurity

Brad Shimmin, Chief Analyst, Artificial Intelligence

LIKE WHAT YOU SEE?
If you are interested in getting access to the full report or content like this, contact us today for a free trial of 
the Enterprise Technology Advisory Service

https://omdia.tech.informa.com/OM011271/On-Data-Privacy-Day-a-Demand-for-Better-Data-Management
https://omdia.tech.informa.com/Marketing/Campaigns/enterprise-it
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Citation policy
Request external citation and usage of Omdia research and data via citations@omdia.com.

Omdia consulting
We hope that this analysis will help you make informed and imaginative business decisions. If you have 
further requirements, Omdia’s consulting team may be able to help you. For more information about 
Omdia’s consulting capabilities, please contact us directly at consulting@omdia.com.

Copyright notice and disclaimer
The Omdia research, data and information referenced herein (the “Omdia Materials”) are the copyrighted 
property of Informa Tech and its subsidiaries or affiliates (together “Informa Tech”) and represent data, 
research, opinions or viewpoints published by Informa Tech, and are not representations of fact.

The Omdia Materials reflect information and opinions from the original publication date and not from the 
date of this document. The information and opinions expressed in the Omdia Materials are subject to 
change without notice and Informa Tech does not have any duty or responsibility to update the Omdia 
Materials or this publication as a result.

Omdia Materials are delivered on an “as-is” and “as-available” basis. No representation or warranty, 
express or implied, is made as to the fairness, accuracy, completeness or correctness of the information, 
opinions and conclusions contained in Omdia Materials.

To the maximum extent permitted by law, Informa Tech and its affiliates, officers, directors, employees and 
agents, disclaim any liability (including, without limitation, any liability arising from fault or negligence) as to 
the accuracy or completeness or use of the Omdia Materials. Informa Tech will not, under any circumstance 
whatsoever, be liable for any trading, investment, commercial or other decisions based on or made in 
reliance of the Omdia Materials.
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