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Executive Summary  
The automotive industry is undergoing a transformative shift driven by Software-Defined 
Vehicles (SDVs), progressing through four distinct phases: (1) Connect, (2) Augment, (3) 
Automate, and (4) Integrate. In the final phase, Integrate, AI evolves from a supporting role 
to become the central orchestrating force within the SDV ecosystem. At this advanced 
stage, an AI-led software platform emerges as the vehicle's "central nervous system," 
seamlessly coordinating all vehicle systems through a unified architectural layer. This 
integration extends beyond the physical boundaries of the vehicle, connecting with cloud 
services, urban infrastructure, other vehicles, and connected devices to create a dynamic, 
continuously evolving mobility platform.  

As AI takes the lead in SDVs, drivers benefit from an intuitive and personalized experience, 
where vehicles anticipate their needs and preferences. Automotive manufacturers unlock 
significant operational efficiencies while tapping into new revenue streams. Additionally, 
stakeholders from adjacent industries gain unparalleled access to consumers during 
mobility moments, opening doors to innovative business opportunities and deeper 
engagement.  
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The Evolution of SDVs 
The automotive industry is undergoing a profound transformation with the advent of SDVs. 
This shift is defined by the digitalization of vehicles, the organizations of automakers and 
suppliers, and the relationships between them. While debates about the precise definition 
of SDVs persist, one thing is certain: this transition is unfolding gradually across distinct 
phases, with automakers starting from different points based on their foundations, 
capabilities and strategies. 

Phase 1 (Connect): 

• Focus: Establishes foundational connectivity infrastructure, enabling basic 
communication and data exchange between vehicles and external systems. 

• E/E Architecture: Distributed architecture, where electronic control units (ECUs) 
operate independently, with limited integration across vehicle systems. 

Phase 2 (Augment): 

• Focus: Enhances vehicle operations and introduces new functionalities post-sales, 
paving the way for more sophisticated capabilities. 

• E/E Architecture: Marks the beginning of domain controller centralization, 
consolidating control over specific vehicle functions to improve efficiency and 
scalability. 

Phase 3 (Automate): 

• Focus: Unlocks significant value through post-sales monetizable features and 
services while accelerating innovation across the automotive ecosystem. 

• E/E Architecture: Initiates zonal implementation or hybrid zonal architecture, 
where vehicle systems are grouped into zones for improved communication and 
reduced complexity. 

Phase 4 (Integrate): 

• Focus: Transforms vehicles into comprehensive ecosystem platforms that extend 
beyond traditional mobility, integrating seamlessly with external industries such as 
energy, healthcare, and retail. 
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• E/E Architecture: Achieves full zonal architecture with centralized computing, 
enabling advanced AI capabilities, real-time data processing, and holistic system 
integration. 

The Evolution of AI Architecture in Software-Defined Vehicles 

AI plays a pivotal role in the evolution of SDVs, acting as both a catalyst and a beneficiary of 
this transformation. As vehicles progress through the four phases of SDV maturity, their AI 
capabilities evolve in parallel, mirroring the architectural shifts that underpin each stage. 
This synchronized development creates a symbiotic relationship where advancements in AI 
and vehicle architecture mutually reinforce one another, ultimately converging into a 
unified intelligent mobility platform. 

• SDV Phase 1 → Function-Specific AI 

In the Function-Specific AI phase, vehicle intelligence is distributed across numerous 
isolated electronic control units (ECUs), each dedicated to a specific function. These 
siloed systems operate independently, with minimal communication or data sharing 
between modules. This fragmented architecture results in significant inefficiencies, 
including redundant sensors, computing resources, power supplies, and AI algorithms, as 
each ECU requires its own dedicated infrastructure. 

For example, a basic voice recognition system in the infotainment ECU might recognize 
simple commands like "call home" or "play radio," but operates with a limited vocabulary 
and no contextual understanding. Meanwhile, a separate lane departure warning system 
uses its own camera and processing unit to detect lane markings and alert drivers when 
crossing lines without signalling, yet cannot share this visual data with other vehicle 
systems that might benefit from it 

Cloud connectivity is similarly fragmented, with basic telematics modules operating 
independently from other vehicle systems. Cloud connections are limited to simple data 
transmission for diagnostics and location tracking. OTA updates are restricted to 
infotainment firmware and maps, with most software updates requiring dealer visits.  
Remote functions, such as door locking/unlocking are available through dedicated 
telematics services but operate as isolated features rather than integrated experiences. 

The constraints of this architecture limit AI capabilities to narrow operational domains, 
restricting functionality to the specific scope of individual ECUs. As vehicle complexity 
grows, integration challenges become increasingly pronounced, hindering the 
development of cohesive, system-wide intelligence. This lack of interoperability prevents 
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the scalability and adaptability required for more advanced AI applications. Consequently, 
innovation within this phase is confined to incremental improvements within isolated 
functions, leaving vehicles unable to leverage the full potential of AI for holistic decision-
making and optimization. 

• SDV Phase 2 → Domain-Consolidated AI 

Domain-Consolidated AI represents a significant evolution where related functions are 
integrated under domain controllers, creating unified systems for areas like ADAS, 
infotainment, and powertrain management. This consolidation enables more sophisticated 
algorithms that can leverage multiple inputs within a domain, allowing for contextual 
decision-making and more nuanced responses to complex scenarios. Resource sharing 
within domains reduces hardware redundancy while enabling more powerful computing 
platforms. 

Cloud connectivity becomes more sophisticated, with expanded OTA update capabilities 
covering more vehicle systems within specific domains. Cloud-enhanced features emerge, 
including real-time navigation with traffic and weather integration. Initial service provider 
partnerships (music streaming, parking payments) are established within the infotainment 
domain. Data analytics for vehicle usage patterns inform feature improvements, though 
primarily within domain boundaries. Remote vehicle monitoring expands to include more 
detailed diagnostics and status information, while smartphone apps gain deeper 
integration with domain-specific functions. 

This architecture creates natural boundaries for AI specialization, with each domain 
developing capabilities optimized for its specific requirements. For example, infotainment 
systems can focus on natural language processing and user experience, while ADAS 
controllers prioritize real-time perception and safety-critical decision making. However, 
cross-domain integration remains limited, creating artificial boundaries that prevent truly 
holistic vehicle intelligence and comprehensive optimization. 

• SDV Phase 3 → Cross-Domain AI Framework 

The Cross-Domain AI Framework breaks down traditional vehicle architecture silos, 
enabling intelligence that spans multiple functional areas through a hybrid zonal E/E 
approach. This integration allows AI systems to correlate data across previously isolated 
domains, creating contextual awareness that significantly enhances decision quality. For 
example, navigation systems can now communicate with powertrain management to 



7 
  
Omdia commissioned research, sponsored by Arm 
 

 

© 2025 TechTarget, Inc. All rights reserved. Unauthorized reproduction prohibited. 

optimize energy usage based on upcoming terrain, while driver monitoring can inform 
ADAS systems about driver attentiveness levels. 

A comprehensive OTA platform enables new feature deployment post-purchase across 
multiple vehicle domains simultaneously. Hybrid edge-cloud computing architecture 
optimizes performance and responsiveness, with sophisticated workload distribution 
between vehicle and cloud systems. Early cross-industry integration emerges, such as with 
energy providers (charging optimization), and controlled API access for third-party services 
creates an initial vehicle digital ecosystem.  

Furthermore, cloud connectivity becomes essential for continuous learning and 
improvement of cross-domain AI models, with vehicles regularly uploading data and 
receiving model updates that enhance performance across multiple systems. 

This architecture introduces sophisticated resource management capabilities, dynamically 
allocating computing power where needed across connected domains. The framework 
supports standardized interfaces that facilitate data sharing and coordinated responses to 
complex scenarios. While still maintaining some domain specialization, this approach 
enables system-wide optimization and creates the foundation for more comprehensive 
vehicle intelligence. However, full vehicle integration remains constrained by architectural 
boundaries that limit complete sensor access and universal computing resource 
allocation. 

• SDV Phase 4 → AI-Led Software Architecture 

The AI-Led Software Architecture represents a paradigm shift to a centralized 
architecture where intelligence operates as an integrated system across the entire vehicle. 
This platform provides universal access to all sensors and actuators, creating 
unprecedented situational awareness and enabling truly holistic decision-making. 
Computing resources are dynamically allocated based on real-time needs, allowing the 
system to prioritize critical functions while maintaining overall efficiency. The architecture 
supports sophisticated AI techniques, including deep reinforcement learning, federated 
learning, and multi-agent systems that continuously optimize vehicle performance. 

Vehicle-Level Integration 
Vehicle-Level Integration establishes AI as the central nervous system of the vehicle, 
enabling seamless communication between all internal systems through a unified software 
architecture. Advanced AI algorithms monitor and optimize interactions between 
powertrain, chassis, ADAS, infotainment, and comfort systems, creating a cohesive and 
intelligent vehicle personality. 
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By leveraging multi-modal fusion techniques, AI combines data from hundreds of sensors 
into a comprehensive environmental and vehicle state model, enabling contextual 
reasoning for more informed decision-making. For users, this results in a highly intuitive 
and personalized driving experience, with the vehicle adapting to individual preferences 
and anticipating needs. For example, climate systems might adjust automatically based on 
biometric readings, time of day, and learned preferences, while navigation reroutes based 
on detected driver stress during congestion. 

For the industry, this integration reduces hardware complexity, wiring harness weight, and 
assembly costs, while enabling over-the-air updates to enhance multiple systems 
simultaneously. It extends the product lifecycle, creates new revenue opportunities 
through feature upgrades, and improves diagnostics and predictive maintenance, reducing 
warranty costs and boosting customer satisfaction. 

Cross-Industry Integration 
In the SDV Phase 4, Integrate, AI enables seamless interaction with systems across various 
industries, such as energy, telecommunications, retail, healthcare, insurance, and 
entertainment. Vehicles evolve from transportation tools into versatile platforms 
participating in multiple value chains.  

AI acts as a translator between diverse systems, using advanced semantic understanding 
and secure multi-party computation to enable collaborative services while protecting 
sensitive data. 

For users, this integration simplifies interactions with multiple providers, creating a unified 
mobility experience. For example, vehicles can optimize charging with renewable energy 
providers, coordinate retail pickups, monitor passenger health, and adjust insurance 
premiums based on real-time driving behavior.  

For automakers, this opens new revenue streams through transaction fees, data 
monetization, and premium services, while success increasingly depends on cross-
industry partnerships rather than traditional automotive expertise. 

Developer-Level Integration 
At the 4.0 SDV phase, the adoption of standardized platforms, tools, and interfaces 
transforms vehicles into open innovation platforms. This approach allows developers from 
industries such as healthcare, energy, retail, and entertainment to seamlessly adapt their 
AI agents and applications for automotive use with minimal effort. For example, a 
healthcare AI agent designed for patient monitoring can be adapted to track passenger 
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well-being during travel, or a retail AI system can integrate with in-vehicle commerce 
platforms for personalized shopping experiences. 

By breaking down barriers between industries, this integration fosters accelerated feature 
development and unparalleled levels of customization, transforming the traditionally 
closed automotive development ecosystem into a dynamic and collaborative innovation 
hub.  

For users, this integration provides a highly customizable and dynamic vehicle experience, 
offering access to applications that enhance functionality across various domains. For 
automakers, it accelerates innovation cycles by leveraging external expertise, enabling 
rapid expansion of vehicle capabilities while fostering cross-industry collaboration. 
Automakers that successfully cultivate developer ecosystems will gain competitive 
advantages through network effects and a broader range of services, while those that fail to 
adapt risk falling behind in the evolving mobility landscape. 

Current State and Path Forward 
Industry Progress Toward AI-Led Software Architecture 

The automotive industry is in a transitional phase, with most manufacturers operating 
between SDV Phase 2 and, in some cases, Phase 3 of the SDV evolution model.  

Leading OEMs have implemented domain controllers for specific functions and are 
beginning to explore cross-domain integration. However, progress toward an AI-Led 
Software Architecture remains hindered by legacy systems, organizational structures, 
and outdated business models. 

Technological advancements reflect this transitional state. High-end vehicles now feature 
powerful centralized computing platforms capable of supporting advanced AI applications, 
but these often coexist with traditional distributed ECUs rather than entirely replacing 
them.  

Over-the-air updates are increasingly common but are typically limited to infotainment and 
a few functions, falling short of enabling comprehensive software-defined operation. Early 
developer programs have emerged, but they generally offer restricted access to vehicle 
capabilities and maintain tight OEM control over innovation. 

From a market perspective, consumer expectations are shifting toward software-defined 
experiences, influenced by smartphone ecosystems and other digital products. This is 
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pressuring automakers to accelerate their architectural transformation, especially as new 
entrants—free from legacy constraints—showcase the potential of advanced software 
architectures.  

Overall, the competitive landscape is increasingly defined by software capabilities and 
update frequency, signaling a fundamental shift in how value is created in the automotive 
industry. 

Key Challenges and Opportunities 

The transition to AI-Led Software Architecture presents both technical and organizational 
challenges that require coordinated industry action. However, it also unlocks significant 
opportunities for value creation. 

Key Challenges 

• Technical Challenges: 

– Validating safety-critical AI systems requires new methodologies for complex, 
learning-based systems. 

– Real-time AI workloads demand specialized hardware and optimized software. 

– Enabling AI functionality requires increasing compute capability and performance 
both inside vehicles (for real-time processing and decision-making) and in cloud 
infrastructure (for model training, updates, and complex computations). 

– Increased connectivity and complexity amplify cybersecurity risks, requiring 
advanced defense strategies. 

– Legacy systems create technical debt, complicating the shift to software-defined 
architectures. 

• Organizational Challenges: 

– Competition for AI and software talent intensifies as automakers rival tech firms. 

– A cultural shift from hardware-centric to software-first mindsets is essential across 
organizations. 

– Development must transition from waterfall to agile methods while maintaining 
safety-critical rigor. 

– Cross-functional collaboration becomes vital as traditional boundaries between 
hardware, software, and user experience teams blur. 
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• Ecosystem Challenges: 

– Lack of standardization hinders interoperability between vehicles, infrastructure, 
and cross-industry systems. 

– Regulatory frameworks lag behind technological advancements, creating 
uncertainty around autonomous features, data usage, and liability. 

– Supply chains must adapt, requiring new partnerships with technology providers and 
software developers. 

– Business model innovation demands experimentation with subscriptions, feature 
unlocking, and data monetization. 

Value Creation Opportunities 

• Personalization at Scale: Tailored experiences that adapt to individual preferences 
and usage patterns. 

• Continuous Improvement: Over-the-air updates extend product lifecycles and 
strengthen customer relationships. 

• New Revenue Streams: Monetization through software features, subscriptions, 
and ecosystem participation. 

• Operational Efficiencies: Predictive maintenance, remote diagnostics, and fleet 
optimization reduce costs. 

• Platform Economics: Early movers in developer ecosystems benefit from network 
effects and accelerated innovation. 

• Sustainability Gains: Optimized energy management, route planning, and vehicle 
utilization enhance environmental impact. 

By addressing these challenges and seizing the opportunities, the automotive industry can 
unlock transformative value and redefine the future of mobility. 

Call to Action for Industry Collaboration 
The transition to AI-Led Software Architecture represents a transformation too 
fundamental and complex for any single organization to accomplish independently. 
Progress requires unprecedented collaboration across traditional competitive boundaries 
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to establish the technical foundations, standards, and ecosystems necessary for this new 
paradigm. Hence, industry stakeholders must unite around several critical initiatives: 

• Align around existing Open Architecture Consortia and expand their charters to 
focus on developing reference architectures, interface standards, and validation 
methodologies for AI-Led Software Architecture.  

• Create Shared Development Platforms that reduce redundant investment in 
foundational technologies while preserving competitive differentiation in customer-
facing applications. 

• Develop Cross-Industry Data Standards that enable seamless integration 
between automotive systems and adjacent industries. These standards should 
address data formats, communication protocols, and security requirements. 

• Collaborate on Regulatory Frameworks that balance innovation with safety, 
security, and privacy considerations. Industry stakeholders should proactively 
engage with regulators to develop appropriate governance models for AI-enabled 
vehicles. 

• Invest in Workforce Development through joint educational initiatives, training 
programs, and certification standards that address the critical skills gap in 
automotive software and AI engineering. 

• Establish Shared Test Environments that enable rigorous validation of AI systems 
across diverse scenarios and edge cases, reducing development costs while 
enhancing safety and reliability. 
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Concluding visions: The AI-Led Software 
Future 
As we look toward the future of mobility, AI-Led Software Architecture will fundamentally 
transform the relationship between humans, vehicles, and the broader transportation 
ecosystem. Vehicles will evolve from mechanical transportation devices into intelligent 
mobility platforms that continuously learn, adapt, and improve through software. The 
traditional boundaries between industries will dissolve as vehicles become integral nodes 
in a connected ecosystem spanning energy, retail, healthcare, and entertainment. 

In this future, AI does not merely assist vehicle functions—it orchestrates the entire 
mobility experience, seamlessly integrating transportation with daily life. Vehicles will 
anticipate needs before they arise, optimize journeys across multiple dimensions including 
time, energy, comfort, and environmental impact, and serve as personalized interfaces to a 
wide range of services and experiences.  

The transformation to AI-Led Software Architecture represents not just a technological 
evolution but a fundamental reimagining of mobility's role in society. By embracing this 
vision and collaborating to overcome its challenges, the automotive industry can create 
unprecedented value for consumers, businesses, and society while addressing critical 
challenges, including safety, sustainability, and accessibility. The path forward requires 
bold leadership, cross-industry collaboration, and a willingness to fundamentally rethink 
traditional approaches—but the potential rewards make this journey not just worthwhile 
but essential for the future of mobility  
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